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Hi A X|Al: MPC (Secure Multi-Party Computation)
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H Z X|Al: Threshold FHE (n-out-of-n)
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TFMD2] el Al H|QF: Threshold FHE with Masked Data
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TFMD Framework Overview
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Protocol IT, ReLU

Input: Enc(z), P; (i € [0,n — 1]) holds the key share s;
Output: Enc(Max(z, 0))

Prep.:
15

P, (i € [1,n — 1]) randomly generates r;,7; € R, the
decoded ;-7 = 1. Parties in P(1,n—1) collaboratively cal-
culate Enc(r), Enc(Max(r’, —r’)) and Enc(Min(0,7")).
P; sends the three ciphertexts to Py.

— Each P; (i € [1,n — 1]) calculates Enc(r;), Enc(|r}]),
Enc(Sign(r;)).

Each P; (i € [2,n — 1]) sends Enc(r;), Enc(|r}),
Enc(Sign(r;)) to Py.

Enc(r): Py calculates Enc(r) = K¢y, ,—1)EnC(r;).
— Enc(Max(r’, —r")): Py calculates Enc(Max(r’, —"))
— Enc(|r”]) = Bieq1,n 1 Enc(|r]).

Enc(Min(0,7/)): Py first calculates Enc(Sign(r)) =
Ric1,n—1)ENC(Sign(r;)), then Enc(Min(0,r")) = §X
(Enc(Sign(r)) H Enc(1)) X Enc(|r']).

2

. Py calculates the output Enc(Max(x,0)) = (r -

Online:
1:

Py calculates Enc(r - #) = Enc(r) X Enc(z), sends

Enc(r - z) to each P; (i € [1,n — 1]).

Parties in Pyg ,,—1) perform the n-out-of-n threshold de-

cryption of Enc(r - z) = (¢g, ¢1). Py obtains r - z.

— P; (i € [1,n—1]) calculates h; = ¢; - s; + ¢;, sends h;
to Py.

— Py calculates hy = ¢; - 59 + eg, then calculates ¢o +
ho + 327 hi to obtain 7 - & € Ry,

z) X

Enc(Min(0,r’)) B Max(r - z,0) X Enc(Max(r’, —1")).

Fig. 4. TFMD ReLU protocol Ilgepu.
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Protocol Iz u
Input: Enc(z), P; (i € [0,n — 1]) holds the key share s;
Output: Enc(Max(z,0))
Prep.:

1. P; (i € [1,n — 1]) randomly generates r;,r, € R, the
decoded ;-7 = 1. Parties in P(1,n—1) collaboratively cal-
culate Enc(r), Enc(Max(r’, —r")) and Enc(Min(0,r")).
P, sends the three ciphertexts to Py.

— Each P; (i € [1,n — 1)) calculates Enc(r;), Enc(|r}]),
Enc(Sign(r;)).
Each P; (i € [2,n — 1]) sends Enc(r;), Enc(|r}|),
Enc(Sign(r;)) to Py.
Enc(r): Py calculates Enc(r) = B¢y ,,—1)ENC(r;).
Enc(Max(r’, —r’)): Py calculates Enc(Max(r’, —r'))
= Enc(|r']) = Bic1,n—1)EnC(|rf]).
Enc(Min(0,7’)): Py first calculates Enc(Sign(r)) =
Rief1,n— 1]Enc(S|gn )), then Enc(Mln (0,7) =1iR
i nr-/l 1) 5 M

Online:
1. Py calculates Enc(r - ) = Enc(r) X Enc(z), sends
Enc(r - z) to each P; (i € [1,n — 1]).
2. Parties in P(g,,,—1) perform the n-out-of-n threshold de-
cryption of Enc(r - z) = (¢p, ¢1). Py obtains r -

- P; (i € [1,n—1]) calculates h; = ¢; - 8; + €;, sends h;

to Py.
— Py calculates hg = ¢ - sg + eg, then calculates ¢q +
ho + 307! R to obtain -z € R,
3. Py calculates the output Enc(Max(z,0)) = (r

Enc(Min(0, ")) B Max(r :())NEnc(Max(’ r’)).

Fig. 4. TFMD ReLU protocol Ilgepu.
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